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Secure ¢ Scalable « Workflow-Ready

Data Security and Compliance

Security and privacy of our customers’ and their patients’ data is our number one priority.
MuscleSound is committed to ensuring that our security and privacy controls meet or exceed
security best practices and regulatory requirements.

Security
Hosting Location

MuscleSound systems and data are hosted on Amazon Web Services (AWS) cloud infrastructure within the
United States. Alternative AWS regions may be used based on specific customer requirements.

To support compliance with the Health Insurance Portability and Accountability Act (HIPAA),
MuscleSound maintains a Business Associate Agreement (BAA) with AWS.

Data Security

All customer data is encrypted both at rest and in transit. MuscleSound uses industry-standard encryption
technologies, including AES-256 for data at rest and TLS 1.3 for data in transit, always ensuring the
confidentiality and integrity of information.

Access Control

Physical security is managed by AWS in accordance with its data center security controls. MuscleSound
enforces strict logical access controls, including strong authentication mechanisms, multi-factor
authentication (MFA), and a deny-by-default access model. All administrative access to cloud resources is
restricted to authorized personnel via a bastion host and secure remote Virtual Private Network (VPN).
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Vulnerability Management

MuscleSound employs continuous vulnerability management processes, including automated scanning of
source code and system endpoints. Identified issues are tracked and remediated based on severity and risk.
In addition, annual third-party penetration testing is performed to validate the security posture of the
environment.

Security Monitoring and Response

MuscleSound maintains continuous monitoring of its cloud infrastructure and applications. Security events,
configuration changes, and access activities are logged, analyzed, and retained in accordance with company
policy.

Alerts for suspicious or anomalous activity are automatically generated and reviewed by the security team.
Incident response procedures define roles, escalation paths, and communication requirements to ensure
timely investigation and remediation of any detected security events. Post-incident reviews are performed
to strengthen controls and prevent recurrence.

Backups and Disaster Recovery

MuscleSound has implemented a comprehensive backup and disaster recovery (DR) strategy to ensure data
availability and business continuity. All critical systems and databases are automatically backed up using
encrypted AWS backup services. Backups are retained for a defined period and stored in geographically
redundant locations.

Periodic backup integrity tests are performed to verify recoverability. The Disaster Recovery Plan (DRP)
defines recovery objectives, responsibilities, and communication protocols to ensure rapid system
restoration in the event of a disruption.

Regular tabletop and recovery tests are conducted to validate the effectiveness of recovery procedures and
to maintain operational readiness.

Security Awareness and Training

MuscleSound ensures that all personnel understand their responsibilities in protecting customer data.
Employees and contractors receive security awareness training upon hire and at least annually thereafter.
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Training covers key topics such as phishing awareness, data handling, password hygiene, and incident
reporting. In addition, staff members receive HIPAA and compliance-specific training relevant to their
roles.

Compliance

MuscleSound is committed to meeting all relevant regulatory, legal, and contractual obligations to support
our customers’ compliance requirements. The company conducts periodic compliance assessments to
ensure adherence to the Health Insurance Portability and Accountability Act (HIPAA) and other applicable
standards.

Any identified compliance gaps are documented, reported to the Security Council, and tracked through
remediation until fully resolved.

To support customer compliance, MuscleSound maintains Business Associate Agreements (BAAs) with
applicable partners and customers.

To provide assurance of the effectiveness of our security and privacy controls, MuscleSound undergoes an
independent SOC 2 Type II audit annually. The resulting report evaluates the design and operating
effectiveness of our controls over time.

The SOC 2 Type II report is available under a Non-Disclosure Agreement (NDA). Please contact
MuscleSound (info@musclesound.com) to request a copy.
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